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API security: adottare un approccio strategico per evitare perdite e violazioni
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i PQIGITALE
Cloud e Cybersecurity sono stati protagonisti—' ..SRE2CERE
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E tutto questo perche...

1
a1 POLITECNICO DI MILANO

Occasione positiva per
investire in tecnologie
e/o aumentare la
sensibilita dei
dipendenti aziendali

E stato riscontrato un
effettivo aumento di
attacchi informatici

ASS zzzzzzzzz Italmﬁa A S T R E A Advanced Security, Training
per la Sicurezza Informatica Research, Events Agency



APl e sicurezza

The full life cycle APl management market grew by 24% in
2020, expanding to $2.1 billion, despite a challenging year

...application programming interface (API) attacks will become
the most-frequent attack vector...
...already, many well-publicized API security vulnerabilities
affected a wide range of organizations...

Fonte: Gartner
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State of APl Security

Salt customer data

Growth in API call volume vs. malicious traffic

API call volume, in millions Malicious API call volume, in millions
(avg. per customer, last six months) (avg. per customer, last six months)
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State of APl Economy

:  Un problema «comune» s

Applications Powered by APIs
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:=.:; Mala tempora curru nt State of APl Security

BRSALT
20

a year-over-year 172% rise in abusive In the past 12 months, what security problems have you found in production APIs?

traff.lc,. making the %\blhty to analyze (Select all that apply)

traffic in near-real time and detect

attacks crucial
Vulnerability 55%
Breach 5%
Sensitive data exposure/privacy incident 19 N
Authentication problem 397,
Denial of service 232
Account misuse/other fraud 20% _
Brute forcing or credential stuffing 1%
Enumeration and scraping 12%

QQQQQ None 6%

State of APl Economy
2021 Report
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=% Gli impatti degli attacchi non sono circoscritti all’IT

State of API Security,

Views of APIs Salt customer data

Number of APIs that expose PIl or sensitive data

5%

do not expose Pll or
sensitive data

APIs help us build better digital experiences and products

APIs accelerate innovation by exposing assets with partners

40%

APIs are a way to do systems integration

APIs are strategic assets for creating business value

95+

expose Pll or sensitive
APIs are products that are directly leveraged by external customers data

State of APl Economy
2021 Report

How APls Powered Digta Trantormaton i 2020
35 Wy Ty 8 Even Mo mpertant 12021




=% Un barlume di speranza riluce all’'orizzonte...
Anomaly detection,
Which components are most important to your APl developer programs? bot protection, and
security analytics
usage grew 230%
_ compared to same
API performance analytics time last year among

Apigee customers

2020 ==

APl Monetization m

Developer community / forum ! O 1 9

Interactive documentation and API catalog m

API Security and Governance

Self-service capabilities for developers

Gosgle Cloud Google Cloud

State of APl Economy
2021 Report

How AP Powsred Dighal Transtormation i 2020

State of APl Economy
2021 Report
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...forse :-(

Has your security team highlighted the

How would you describe the security strategy for OWASP API Security Top 10 threats as a focus
your AP| development program? area for your security program?
Advanced (dedicated AP

Non-existent

testing and protection)

Planning stage

Intermediate
(app sec testing,
gateways)

A

State of API Security

B25AT
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Il valore ed i limiti dell’affidarsi alle tecnologie di sicurezza

State of APl Economy
2021 Report

a5 W Ty B Even More mportan 1202

A

The number of protection rules
deployed by Apigee customers
more than doubled compared
to last year

W 2019 2020

..All Salt customers have WAFs, and

nearly all have an APl gateway — yet every
Salt customer experiences numerous AP|

attacks every month...

=205

State of API Security
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E’ necessario ripartire dai fondamentali

On average, how often do your primary APIs get updated?

| have no idea

Less frequently than
every few months

Weekly

Every few
months

=205

State of API Security

@BSALT
=

How confident are you that your APl inventory provides
enough detail about your APIs, including exposure of sensitive
data or PII?

| don't know

Not at all confident

Somewhat
confident




E’ necessario ripartire dai fondamentali

Tecniche di attacco - 1H 2021

W Malware M Unknown ™ Vulnerabilities M PhishingSocialEngineering

B MultipleTechniques [T IdentityTheftAccountCracking ™ WebAttack M DenialOfService




E’ necessario ripartire dai fondamentali

2017 2021

A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
“»A03:2021-Injection

(New) A04:2021-Insecure Design

A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components

= A07:2021-ldentification and Authentication Failures

AD1:2017-Injection
AD02:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)

A08:2017-Insecure Deserialization / (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*®
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

*H)ownasp

A 15




E’ necessario ripartire dai fondamentali

2021
A01:2021-Broken Access Control
. A02:2021-Cryptographic Failures
3 A03:2021-Injection
(New) A04:2021-Insecure Design
'\_\__,,,,/—) A05:2021-Security Misconfiguratio

2021 API Security top 10
Broken object level authorization

Broken authentication

Excessive data exposure

Lack of resources and rate limiting
Broken function level authorization

LooNOUL AW

i A06:2021-Vulnerable and Outdated Compo .
"\ A07:2021-Identification and Authentication Failures Mass .aSS|g-nmen"[ |
/> (New) A08:2021-Software and Data Integrity Failures ngcur!ty misconfiguration
ies > A09:2021-Security Logging and Monitoring Failures* hjection
st (New) A10:2021-Server-Side Request Forgery (SSRF)* Improper asset management

10 10.Insufficient logging and monitoring

* From the Survey

*H)ownasp
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Il peso delle competenze

Involvement of Security Team in API Strategy
Percentage of Respondents

No, the security
team is not 20%
involved

104 Yes, the
security team
is involved

Gartner Research Circle Members; Excludes 'Don't know'
QO05. Is your security team involved in your organization's API strategy?
SOURCE: Gartner Research Circle APl Usage and Strategy

How do you feel API security is creating changes in how security professionals do their jobs?

AP security has not changed how
security teams do their jobs

SecOps teams and SOC analysts are

having to triage incidents Security must collaborate more

with DevOps teams

Security engineers are getting
embedded with DevOps teams

AT

State of API Security,
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