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1. Perché GitOps?

Agenda 2. Kubernetes GitOps

3. Secure Kubernetes GitOps Pipeline
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“DevOps is a set of practices, tools, and a cultural
philosophy that automate and integrate the processes
between software development and IT teams.

It emphasizes team empowerment,
cross-team communication and collaboration,

and technology automation.”

www.atlassian.com/devops
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Non solo deploy applicativi

* Configurazioni Applicative

» Configurazioni Network
* Policy
* API (throttling, rate limiting)

* Resource Provisioning DEPLOY ENVIRONMENT
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Infrastructure as Code?
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GitOps

Approccio Dichiarativo

L’architettura puo essere
descritta in modo
dichiarativo.

X as Code

Git Single Source of Truth.

(Infrastructure as Code,
Network as Code, Policies
as Code).

Automazione

Le modifiche alle
configurazioni vengono
applicate in automatico
all’infrastruttura.

SESSIONE TECH

Collaborazione

Le modifiche alle
configurazioni avvengono
in modo collaborativo.
(Code Review & Pull
Requests).
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Kubernetes Declarative Management

CONTAINER REGISTRY
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GitOps — Approccio Push
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GitOps — Approccio Pull

CONTAINER REGISTRY
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Kubernetes Security
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The State of Kubernetes 2021 - by VMWare Intesys.it
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Strumenti per un GitOps sicuro

CONTAINER CONFIGURATIONS POLICY
REGISTRY CODE ANALYSIS MANAGER
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Strumenti per un GitOps sicuro

CONTAINER
REGISTRY
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BUILD
PIPELINE

Harbor

Cloud Native Container Registry

* Image Vulnerability Scanning v

« Content Trust "’ -------- \|
 Tag Immutability — : :
* Metriche _ > i i
a |

kubectl apply -f deployment.yml D ke -7

KUBERNETES CLUSTER
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Harbor
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Strumenti per un GitOps sicuro

CONFIGURATIONS
CODE ANALYSIS

Intesys.it



Headless
47 & API date

KubeLinter

Analisi YML di Kubernetes

 Validazione YML
« Focus su security e produzione

* Integrabile in pipeline CI/CD

SESSIONE TECH
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KubeLinter
esempio
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Strumenti per un GitOps sicuro

POLICY
MANAGER
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Kyverno

Policy Engine per Kubernetes

 Policy come Risorse Kubernetes
 Validazione, Modifica, Generazione Risorse
 Enforce vs Audit

* Reporting delle violazioni alle Policy

* Globali vs Namespace

* CLI per testing delle policy

 No programmazione
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Kubernetes Admission Controllers

KUBERNETES CLUSTER
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Kyverno — Dynamic Admission Controller

KUBERNETES CLUSTER
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Intesys.it



Headless
y & API date

Esempio
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Esempi di Policy

Disallow “latest” tag
 Require Labels

* Require Pod Probes
 Restrict Image Registries
» Restrict External Ips

* Disallow Load Balancer
 Require Network Policy

 Block Updates and Deletes

SESSIONE TECH
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Kubernetes Secure
GitOps Pipeline
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Utilizzo corretto del repository manager Git,
del suo workflow approvativo e della sua
gestione dei ruoli e permessi

Scegliere un tool di sync (push o pull) che

e ™ decide chi e su quali ambienti puod installare
G Ito ps I n applicazioni e configurazioni

Container Vulnerability Scanning sui singoli

Ku be rn etes container per salvaguardare la salute

dell’intero cluster

C 0OSa I’I Cor d are ? Analisi Statica dei descrittori inserita nella

pipeline GitOps

Policy Manager per validare le risorse che
vengono inserite in Kubernetes
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